DATA SAFETY & SECURITY SUbCOMMITTEE

SENSITIVE INFORMATION DATA SECURITY POLICY

VAMC LEXINGTON, KENTUCKY
1. PURPOSE:
This Policy intends to insure the proper storage, secure handling, processing and prevention of loss or compromise of sensitive information from research or administrative functions within the Lexington VA Medical Center and its affiliated sites.  This policy is a supplement to any and all relevant VA national or local security policies and University of Kentucky security policies that may exist.
All VA employees, investigators, work without compensation (WOC) employees, contractors, fellows, affiliated investigators and other staff (hereafter referred to as Research Staff) are required to review this Data Security Policy  prior to handling any potential Research data.  In addition to data security requirements stated in this Policy, any further data access restrictions and security requirements specified by the authorizing Institutional Review Board (IRB) or VA Research and Development Committee (R&D) for each project will be followed.

2. TERMS and DEFINITIONS:

2.1. VA Sensitive Information 
VA sensitive information is all Department data, on any storage media or in any form or format, which requires protection due to the risk of harm that could result from inadvertent or deliberate disclosure, alteration, or destruction of the information. The term includes information whose improper use or disclosure could adversely affect the ability of an agency to accomplish its mission, proprietary information, records about individuals requiring protection under various confidentiality provisions such as the Privacy Act and the HIPAA Privacy Rule, and information that can be withheld under the Freedom of Information Act. For this policy discussion, we will classify this VA sensitive information to include VA Protected Information, Individually Identifiable Information and Protected Health Information.

2.2. VA Protected Information (VAPI)

VA sensitive information, Privacy Act Information (PAI), PHI, or other VA information that has not been deliberately classified as public information for public distribution. VA information that VA would have to release under the Freedom of Information Act is not VA Protected Information. 

2.3. Individually Identifiable Information (III) 

Individually Identifiable Information (III) is any information or combination of information, in any form, that could be used to identify an individual, be they a research subject, provider or employee.  Appendix A lists the data elements that make up III.  When we talk about data security, primarily we are talking about this type of information including research data which links lab values to a patient’s ID; survey responses by a nurse case manager which contains his/her name; audio or videotaped interviews with research subjects.  All of these information forms are potential security risks and need to be handled as such.
2.4. Protected Health Information (PHI) 
This is health information, including demographic information collected from an individual, relating to the past, present, or future physical or mental health or condition of an individual or the provision of health care to an individual.
2.5. Minimum Necessary Standard 
An investigator must make reasonable efforts to use, disclose, or request the least information reasonably necessary to accomplish the intended purpose of the use, disclosure, or request. Unless an exception applies, this standard applies to all VA based research when using or disclosing protected health information or when requesting such information. A research study using or disclosing such information without authorization from the patient must make reasonable efforts to limit information to the minimum necessary.
2.6. Data Crosswalk Files
These files simply link a randomly generated, unique and anonymous study subject identifier with the original subject identifier (i.e. SSNs, names and/or other clearly distinguishable subject identifiers).

3. PROCEDURES:

3.1. PHYSICAL COMPUTER SECURITY:
General Security Protocols - Computing Environment

These policies are a supplement to the national and local VA security policies for computing environments and University of Kentucky security policies.

A. Log on Security

1.  Every Research Staff member with a need for VA computer access will be given a login name and corresponding password for their individual use.   This login name and password will not be given or shared with any other persons for any reason.  Users will be prompted to change their password every 90 days, in conformance with VA national policy.
2.  To enhance security and data protections, users will lock their workstation or log off every time they leave their workstation unattended for any length of time.  Users will log completely off the workstation at the end of a work day.  Users can lock the workstation or log off from the START button or by pressing CTRL+ALT+DEL and then selecting the appropriate selection from the dialog that pops up.

B. Desktop Workstation Security – Non Laptop/Notebook
1.  VA sensitive information will not be downloaded to a local workstation.  For those research staff members authorized to view or work with such data, the sensitive information will reside in a secure VA location.  If the information needs to move to another location, the move must be agreed to by the VA ISO.
C. Laptop/Notebook Security

1.  Laptop and notebook computers, given their portable nature, are security problems.  All laptop/notebook computers used by Research staff for related work will be encrypted using VA approved, Federal Information Processing Standard (FIPS) 140.2 certified encryption software.  Non VA owned laptops/notebooks will not be used to store any VA sensitive data, encrypted or not.  Laptop/notebooks that are being replaced or decommissioned must be turned over to the VAMC CIO for secure sanitization and  disposal per VA regulations .
D. External Media Security

1.  New VA directives restrict the use of external computer media, such as encrypted thumb drives, hard drives, floppy drives/disks and CD/DVD drives.  The VA  has established procedures for requesting and providing these devices to Research Staff and investigators who require them.  Contact the Research Office for help in securing these devices.
E. Daily Use Security

1.  Because of the nature of the data we work with, Research Staff need to be aware of what is going on in their environment.  If someone not affiliated with the work, or who is not cleared to work with the III, comes into the area, hide the information by minimizing the window on the workstation screen, locking your workstation or covering the document that shows the data.  This protects you and the person who has come into your area.
F. Office Space Security

1.  Private or shared office space will be locked at the end of the duty day.   File cabinets and/or desk drawers that contain sensitive information shall be locked when not in direct use or if the room is unoccupied.  +
G. Reporting

In the event of a security or privacy incident you are to immediately report to your supervisor, Information Security Officer, Privacy Officer and Research Office.  VA requires reporting of an incident within 1 hour of discovery of a security or privacy incident.  Suspected and confirmed breaches must be reported.
3.2 INFORMATION SECURITY

1.  Handling and Storage of VA Sensitive Information
To provide the most effective means for securing VA sensitive information, the following protocols will be required of all research projects and Research Staff.  Individually Identifiable Information (III) requires the strongest data protections available.  Non-identifiable datasets often contain data elements that can be categorized as indirectly identifiable human subject data (see Appendix A).  When used in combination, these elements can possibly be used to identify human subjects. Use of and access to non-identifiable data with information from observations on individuals must be carefully controlled in order to protect the privacy of human subjects and the integrity of research projects.  Additionally, the HIPAA legislation has identified 18 Protected Health Information (PHI) elements.  These are listed in Appendix A.

2. Data Management Policies 
a. All data releases will follow the Minimum Necessary Standard.

b. IRB approval is necessary for the release of any patient identifiable information to a study. 

c. Pilot study data shall never contain patient identifiable information without prior IRB approval.

d. The principal investigator is ultimately responsible for verifying authority to share their data. 
e. Research personnel are only authorized to access the information needed to perform their duties. 

f. All VA information, sensitive or not, is owned by the VA and will be treated securely as outlined in these policies.

g. A randomly generated, unique and anonymous study identifier shall be used as the identifier for all analyses and database keys in place of SSNs or any other variable that clearly distinguishes individuals.  This identifier will be linked to the original set of data in a data crosswalk file.  

(1) Data crosswalk files will be stored in a secured environment.

     (2) Hardcopy storage of data crosswalks will be provided in a locked storage cabinet within a locked room. 

     (3) Electronic storage of data crosswalks will be done in the following order of preference:

(a) In an encrypted, password protected file on a removable data storage medium (e.g., encrypted thumb drive, etc.), locked in a secure storage cabinet, in a locked room.

(b) In an encrypted, password protected file stored in a secure, network drive folder with restricted user access.
 (4) When required for merging additional project data, data crosswalks will be carefully controlled and returned to storage as soon as possible after the data merge is completed. 

h.  The VA network administrators will establish, backup and maintain a folder on a server with project-specific subfolders for III files with limited access.
i. To allow analyses or merges that require identifiable variables to be done on workstations, data management will create an encrypted table which can only be unlocked by designated study personnel on the workstations.

j. Unencrypted identifiable datasets shall not be placed outside of the secure VA network folders.

k. All scripts, key or code used to create identifiable datasets will be stored within the VA protected environment.

l. Only the non-identifiable dataset should be copied, distributed and used as the default dataset for analyses.

m. All backup copies of identifiable datasets will be kept in a secure VA protected environment locked location.

n. Survey data will be collected and maintained in a data set that contains only the study identifier as the unique patient identifiers. Other unique patient identification, such as real SSN, name and address, will not be kept on this file.
o. Updates to patient identifiable information that are captured by surveys shall be stored in a separate data file from the rest of the survey data, be encrypted and be transferred to the secure network folder by the end of the business day. 

p. Date values in datasets can also be identifiable.  Where possible, date values shall be obscured through the use of relative date values or “hospital days” values.
(1) “Relative” date values will use a set study kickoff date as a relational point and create values based on that relational point.  These values can also be date/time values or a numeric value plus or minus the relational point.
(2) “Hospital days” can be used to represent when something occurred for a patient in relation to their first encounter with the hospital, during either an inpatient event or an outpatient visit.

3.  Research Project Data Security Responsibilities

Principal investigators and their staff have numerous responsibilities for providing adequate security of VA sensitive information within their working environment.  To facilitate appropriate handling of data by research project staff, the following procedures are specified:

a. For each research project data request, the Principal Investigator will determine which variables comprise the III dataset for their project.  Such determination will – at a minimum – include identifiable human subject data elements as defined in Appendix A.
b. The non-identifiable data elements will also be determined by this process.  These will comprise the working dataset for the project.

c. The research project Principal Investigator will determine which staff will be authorized to access III data, in accordance with IRB requirements.
d. III data will not be stored on laptops, notebooks or other portable computing devices unless the device is encrypted and the data file containing the identifiable data is also encrypted.

e. Recording of III data on portable pocket PCs and other hand-held computing devices (e.g., Palm computers) is not authorized.

4.  Data Transmission

a. When III data is to be transmitted to another location via e-mail, the Internet, courier or by mail, the file must be encrypted and password protected.  Encryption passwords must never be communicated by e-mail; they should be provided by telephone for the most security. When data needs to be physically shipped or mailed, use FEDEX, UPS or other traceable shipping process.  Data should be secured and sent in accordance with VA regulations.
5.  General Responsibilities

a. Paper documents or electronic media that contain III data will be stored in locked drawers or cabinets, within a secure, locked environment.  Access to keys will be restricted via the same protocol as the study in general.  Therefore, a staff member who is not authorized to handle III data will not have keys to a cabinet that contains III data.

b. Highly sensitive electronic data files will be encrypted and password protected.

c. Research Staff working with III data will be responsible for protecting the security of the data in their work environment.

d. The Principal Investigator is responsible for the overall security of the data.
              6.  Administrative Staff Data Security Responsibilities

Administrative staff has responsibility for insuring the protection of confidential administrative data within the VA protected environment.  Specific procedures that can support this effort include:

a. Confidential administrative data (as defined in Appendix A) will be secured and accessed only by authorized staff.  

b. The Associate Chief of Staff R&D and the Administrative Officer will determine which staff is authorized to access confidential administrative data.

c. Research Staff that work with confidential administrative data will be responsible for protecting the security of the data in their work environment.

d. Confidential administrative data that is in an electronic format will be stored in restricted use folders on network servers.  Encryption and password protection of highly sensitive files is mandatory.

e. Paper documents that contain confidential administrative data will be stored in locked drawers or cabinets, within a secure, locked environment.  Access to keys will be restricted to authorized personnel only.

f. The VA IMS computer network manager will be responsible for creating, maintaining and backing up administrative data folders on networked servers.

g. The Administrative Officer will be responsible for the overall security of confidential administrative data.

7.  Additional Layers of Security

Whenever possible, staff should utilize password protection and encryption of sensitive confidential files.  Additional levels of security exist in various computer applications that are commonly used by research and administrative staff.  

3.3 RETENTION OF SENSITIVE DATA AND DOCUMENTS
1.  Document Storage

Storage of VA sensitive information will be done on-site at the VA, whenever possible.  Such storage should be secured in a locked environment, with key access limited to authorized personnel only.  However, on-site storage may not always be possible due to high volumes of paper documents requiring retention.  In this event, off-site storage is allowed when:

a. The storage site is owned and operated by the federal government

c. Physical security is provided by the storage company for the safety of the stored documents
c. Liability for loss of confidential documents for any reason is assumed by the contracted storage company.

d. All such off-site storage must also be approved by the VA CIO.

2. Document Destruction

Confidential documents that are no longer needed must be shredded.  Necessity is determined by the retention period mandated by the IRB or the VA R&D Committee.   For assistance and information on destruction of these documents contact the VA Privacy Officer 859-233-4511 Ext. 4200.
3. Data Destruction

Confidential datasets that are no longer needed must be erased.  Necessity is determined by the retention period mandated by the IRB or the VA R&D Committee.  For assistance and information on destruction of electronic datasets contact the VA Information Security Officer 859-381-5820.
3.4 STAFF TRAINING
1. All Research Staff will attend training regarding data security protocols as specified in this Policy and related data security measures as appropriate.

2. Data security training will be provided to all new staff as part of their orientation.

3. Data security training will be conducted on an annual basis for all Research Staff as directed by the local and national VA.
Appendix A.

Identifiable Human Subject/Patient Data includes any of the following common data elements:

· Individual patient name.

· Social security number (SSN).

· Scrambled social security number (VA Austin mainframe).

· Identifiers that embed SSNs.

· Address.

· Telephone number.

· Medical chart number.

Indirectly Identifiable Human Subject/Patient Data - Data used in combination with other information can potentially result in identification of human subjects.  Examples of this type of data can include such elements as:

· Patient's date of birth.

· Patient's zip code.

· Patient's race, ethnicity or language group. 

· Billing account number.

· Provider of service.

· Specific medical dates of service.

· Medical diagnosis or procedure code(s).

· Types of treatments.

· DFN (Vista data file record number). 

· Health insurance identifier.

Confidential Administrative Data includes the following types of data:

· Personnel documents.

· Investigator biographies.

· Budget or grant documents.

· Administrative planning documents.

· Other confidential administrative data.

Hardcopy Data includes data that is in non-electronic form.  Examples of this type of data include any of the following:

· Paper medical records.

· Human subject consent forms.

· Printed forms, invoices and reports.

· Abstraction forms.

· Scannable forms (e.g., questionnaires, surveys, etc.).

· Employee application forms.

· Employee performance evaluation documents.

· Other paper documents containing human subject or confidential administrative information.

The HIPAA “18”
· De-identification Criteria

· Names

· All geographic divisions smaller than a state

· All elements of dates (except year)

· Telephone numbers

· Fax numbers

· Electronic mail addresses

· Social Security Numbers 

· Medical record numbers

· Health plan beneficiary numbers

· Account numbers

· Certificate/license numbers

· Vehicle identifiers

· Device identifiers

· Web Universal Resource Locators

· Internet Protocol (IP) address numbers

· Biometric identifiers

· Full face photographic images

· Any Other unique identifying number, characteristic or code







